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ENUM

 Products

Gateway
-Cisco 10S 12.2(11)T
-SIP/H.323
Proxy
-Cisco SIP Proxy Server
DNS
-CNR

* Activity

-Patrik Faltstrom

IETF enum WG chair
Sweden/Singapore ENUM Trials
-Yuki lwagishi

JaPan ENUM Trials
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Multi-Protocol
Routing, Access
Control, QoS

|OS Firewall/
Encryption

IP Telephony

-CallManager
-Cisco SRST

Advanced
acLirity

VOFR, VoIP

and VOATM Low Density
Switching
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E & SERVICES

G

Cisco 1751 and 1760
+ SMB/Small Branch Office Router

* Optimized for Multiservice
Voice/Data/Fax Integration

SMB/Small Branch

Cisc
* En

* Ve
to

Cisco 3725 Series
« Large Branch Office Router

* Integrated routing and low densit
switching

>0 265xXM and 3640

terprise Branch Office Router

rsatility, Integration, and Power
Branch Offices

# Large Branch Office Router

Modular Multiservice Router
Platform

1SCo 2691

« Enterprise Branch
Office Router

Cisco Access Gateway Module
e CAT 4K Module
e Onboard Encryption and DSPs

Entﬁr?rise Branch w__ _
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Cisco I0S -
ﬂ

o

PBX

FXS/FXO/ISDN BRI,PRI

o
- (H.323/SIP/IMGCP)
-Cisco CallManager
-SIP
-SIP UA

-H.323 Gatekeeper
-H.323 Terminal/SIP UA
-ENUM
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ﬂ

* Voice over IP VolP
VolP IP Domain Name System DNS

H.323 SIP MGCP
Codec

* VVoice over ATM VoOATM
* Voice over Frame Relay(VoFR)
 Multimedia Mail over IP MMolP
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Simple Configuration Example
ﬂ

ip hame-server 219.166.175.w ip route 0.0.0.00.0.0.0 219.166.175.zzz

| |

isdn switch-type ntt dial-peer voice 10 voip
destination-pattern 8135339....

voice enum-match-table 1 session protocol sipv2

rulel 1/M¥(*¥)/ ¥1/ el64.p sesson target enum: 1
codec g711lulaw

inter face FastEthernet0/0

Ip address 219.166.175.xxx 255.255.255.248 | || voice-port 1/0/0

connection plar 81353392zyx
interface BRI 1/0 dp-ua

noip address

isdn switch-type ntt

isdn incoming-voice voice
isdn calling-number 53392zyx
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ﬂ

* Cisco 2651XM
-NM-2V
-VIC-2BRI-S/T-TE

-10S 12.3(3) IP Plus

» Cisco IP Phone 7960G
-SIP
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debug isdn 931
ﬂ

ISDN BR1/0 Q931: RX <- SETUP pd =8 callref = Ox4E
Bearer Capability i = Ox8090A2
Standard = CCITT
Transer Capability = Speech
Transfer Mode = Circuit
Transfer Rate = 64 kbit/s
Channel ID i = 0x89

Calling Party Number i = 0x0081, '0902491xxXxX'
Plan:Unknown, Type:Unknown
High Layer Compat i = 0x9181

ok Called Party Number
Connection plar
Translation Rule 813 ( )
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debug voip enum detail
ﬂ

enum_resolve _domain: match_num 81353392ZYX table indx 1
enum_resolve _domain: rule 1 result string 81353392Z2YX
generate_enum_search_string : search string X.Y.Z.2.9.3.3.5.3.1.8.e164.jp
enum_dns_query: name = X.Y.Z.2.9.3.3.5.3.1.8.e164.jp type = 35, ns_server =0
order 100 pref 10 service sip+E2U flag u
regexp /" (*)$/sip:yiwagish@219.166.175.yyy/ replacement
num_elem=1
NAPTR Record : order 100 pref 10 service sip+E2U
flags u regexp /N (¥)$/sip:yiwagish@219.166.175.yyy/
replacement
decode naptr_record : re_string *(.¥)$
decode naptr_record : re_substitution_string sip:yiwagish@219.166.175.yyy
decode naptr_record : re_flags_string
U FLAG case, stopping query
new_el64 user sip:yiwagish@219.166.175.yyy
contact_list :
sip:yiwagish@219.166.175.yyy
oenum_resolve _domain: contact_list 827981D8
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debug ccsip messages
ﬂ

INVITE sip:yiwagish@219.166.175.yyy SIP/2.0

Via: SIP/2.0/UDP 219.166.175.xxx:5060

From: <sip:0902491xxxx@219.166.175.xxx>;tag=1E31D422-1D4F

To: sip:yiwagish@219.166.175.yyy

Date: Sat, 06 Mar 2003 20:43:02 GMT

Call-ID: 23496CF-198A11CC-807C8139-908FFD86@219.166.175.217

Supported: timer,100rel

Min-SE: 1800

Cisco-Guid: 36920806-428478924-2155446585-2425355654

User-Agent: Cisco-SIPGateway/IOS-12.x

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, COMET, REFER, SUBSCRIBE, NOTIFY, INFO
CSeq: 101 INVITE

Max-Forwards: 6

Remote-Party-ID: <sip:0902491xxxx@219.166.175.xxx>;party=calling;screen=yes;privacy=off
Timestamp: 731450582

Contact: <sip:0902491xxxx@219.166.175.xxx:5060>

Expires: 180

Allow-Events: telephone-event

Content-Type: application/sdp

Content-Length: 224
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URL
ﬂ

 INTERNET PROTOCOL JOURNAL

http:/Mwww.cisco.com/en/US/about/ac123/acl47/acl74/ac179/ab
out_cisco_ipj_archive_article09186a00800e55d4.nhtml

* VoIP Gateway Trunk and Carrier Based Routing
Enhancements

http:/Mwww.cisco.com/en/US/products/sw/iosswrel/ps1839/produ
cts feature guide09186a00800b5dbf.ntmI#1038576
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URL
ﬂ

http://www.cisco.com/|p/
. 10S

http://www.cisco.com/|apanese/warp/public/3/|p/prod
uct/ns/ios/

: P

http://www.cisco.com/japanese/warp/public/3/jp/prod
uct/hs/iptel/
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( )What is the Cisco SIP Proxz Server?

* Provides call processing functionality via
Proxy or Redirect server

* Manages end point registrations via
Registrar server

« Routes on-net calls between subscribers
and off-net calls to PSTN

* Maintains a MySQL database to store
subscriber and configuration data

*  RFC 2543/3261 compliant

¢ Supports UDP, TCP, DNS, ENUM, HTTP
Digest, IPSec, NTP, RADIUS

 Based on Apache web server

* Provides high availability and awesome
performance via redundant servers

* Operates on IBM Linux and Sun Solaris
platforms
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( )Available Feature Summarx
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RFC Compliance

RFC 2543bis

Subset of RFC 3261

Subset of RFC 3263
Proxy, Redirect, Registrar Srvr
UDP and TCP Transport
Transport Layer Security (TLS)
IPSec
Access Control Lists
Number Expansion
Domain-Specific Registration
Static & Dynamic Registrations
ENUM Queries
Static Routes
DNS NAPTR, SRV and A Records
LRQ Interface to H.323 Gatekpr
Call Forwarding

© 2003 Cisco Systems, Inc. All rights reserved.

MySQL Database
Digest Authentication
via MySQL or RADIUS
Accounting for All Call Attempts
via RADIUS
Linux & Solaris OSs
IBM & Sun Server Platforms
Redundant Servers
Database Redundancy
20,000 Registrations
20,000 Static Routes
Provisioning GUI
Configuration File
Command Line Interface Tools
Access, Error & Stats Logging
SNMP Server Status & Control
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